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Marc Brooker

Formal Methods Solve Only Half 
My Problems
(and I have a lot of problems)
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Hubris
Humility
Laziness
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Model Checking
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Safety
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Distributed systems are complex dynamical 
systems.
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Distributed systems are complex dynamical 
systems.

We don’t understand their dynamics!
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“Reasoning purely analy0cally about 
the behavior of complex stochas0c 

systems is generally infeasible.”

Agha and Palmskog, A Survey of Statistical Model Checking, TOMACS, January 2018
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Question #1:
How do we understand 
system dynamics better?



© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

Watts and Strogatz, “Collective dynamics of ‘small-world’ networks”, Nature, 1998
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~5,000 lines of Rust

but…
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We already have a specification!

We already have a tool that searches 
the specification’s state space!
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Question #2:
Can we get more value 
from specifications?
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Distributed systems are complex dynamical 
systems.

We don’t understand their dynamics.

This is a problem. 
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Distributed systems are complex dynamical 
systems.

We don’t understand their dynamics.

This is a problem.

We’re not going to grow up till we solve it. 
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Answers?
Marc Brooker 
mbrooker@amazon.com
marcbrooker@gmail.com
@marcjbrooker
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Question #3:
Can we mechanize 
exploration of the tradeoff 
space?


